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IEC 61850-Based Smart Substations: Principles, Testing, Operation and Maintenance systematically presents principles, testing approaches, and the operation and maintenance technologies of such
substations from the perspective of real-world application. The book consists of chapters that cover a review of IEC 61850 based smart substations, substation configuration technology, principles and testing
technologies for the smart substation, process bus, substation level, time setting and synchronization, and cybersecurity. It gives detailed information on testing processes and approaches, operation and
maintenance technologies, and insights gained through practical experience. As IEC 61850 based smart substations have played a significant role in smart grids, realizing information sharing and device
interoperation, this book provides a timely resource on the topics at hand. Contributes to the overall understanding of standard IEC 61850, analyzing principles and features Introduces best practices derived
from hundreds of smart substation engineering applications Summarizes current research and insights gained from practical experience in the testing, operation and maintenance of smart substation projects
in China Gives systematic and detailed information on testing technology Introduces novel technologies for next-generation substations
This handbook offers a comprehensive source for electrical power professionals. It covers all elementary topics related to the design, development, operation and management of power systems, and
provides an insight from worldwide key players in the electrical power systems industry. Edited by a renowned leader and expert in Power Systems, the book highlights international professionals’
longstanding experiences and addresses the requirements of practitioners but also of newcomers in this field in finding a solution for their problems. The structure of the book follows the physical structure of
the power system from the fundamentals through components and equipment to the overall system. In addition the handbook covers certain horizontal matters, for example "Energy fundamentals", "High
voltage engineering", and "High current and contact technology" and thus intends to become the major one-stop reference for all issues related to the electrical power system.
The use of electric power substations in generation, transmission, and distribution remains one of the most challenging and exciting areas of electric power engineering. Recent technological developments
have had a tremendous impact on all aspects of substation design and operation. With 80% of its chapters completely revised and two brand-new chapters on energy storage and Smart Grids, Electric Power
Substations Engineering, Third Edition provides an extensive updated overview of substations, serving as a reference and guide for both industry and academia. Contributors have written each chapter with
detailed design information for electric power engineering professionals and other engineering professionals (e.g., mechanical, civil) who want an overview or specific information on this challenging and
important area. This book: Emphasizes the practical application of the technology Includes extensive use of graphics and photographs to visually convey the book’s concepts Provides applicable IEEE
industry standards in each chapter Is written by industry experts who have an average of 25 to 30 years of industry experience Presents a new chapter addressing the key role of the substation in Smart Grids
Editor John McDonald and this very impressive group of contributors cover all aspects of substations, from the initial concept through design, automation, and operation. The book’s chapters—which delve into
physical and cyber-security, commissioning, and energy storage—are written as tutorials and provide references for further reading and study. As with the other volumes in the Electric Power Engineering
Handbook series, this book supplies a high level of detail and, more importantly, a tutorial style of writing and use of photographs and graphics to help the reader understand the material. Several chapter
authors are members of the IEEE Power & Energy Society (PES) Substations Committee and are the actual experts who are developing the standards that govern all aspects of substations. As a result, this
book contains the most recent technological developments in industry practice and standards. Watch John D. McDonald talk about his book A volume in the Electric Power Engineering Handbook, Third
Edition. Other volumes in the set: K12642 Electric Power Generation, Transmission, and Distribution, Third Edition (ISBN: 9781439856284) K12648 Power Systems, Third Edition (ISBN: 9781439856338)
K13917 Power System Stability and Control, Third Edition (ISBN: 9781439883204) K12643 Electric Power Transformer Engineering, Third Edition (ISBN: 9781439856291)
This book examines mechatronics and automatic control systems. The book covers important emerging topics in signal processing, control theory, sensors, mechanic manufacturing systems and automation.
The book presents papers from the 2013 International Conference on Mechatronics and Automatic Control Systems in Hangzhou, held in China during August 10-11, 2013.
Power System SCADA and Smart Grids brings together in one concise volume the fundamentals and possible application functions of power system supervisory control and data acquisition (SCADA). The
text begins by providing an overview of SCADA systems, evolution, and use in power systems and the data acquisition process. It then describes the components of SCADA systems, from the legacy remote
terminal units (RTUs) to the latest intelligent electronic devices (IEDs), data concentrators, and master stations, as well as: Examines the building and practical implementation of different SCADA systems
Offers a comprehensive discussion of the data communication, protocols, and media usage Covers substation automation (SA), which forms the basis for transmission, distribution, and customer automation
Addresses distribution automation and distribution management systems (DA/DMS) and energy management systems (EMS) for transmission control centers Discusses smart distribution, smart transmission,
and smart grid solutions such as smart homes with home energy management systems (HEMs), plugged hybrid electric vehicles, and more Power System SCADA and Smart Grids is designed to assist
electrical engineering students, researchers, and practitioners alike in acquiring a solid understanding of SCADA systems and application functions in generation, transmission, and distribution systems, which
are evolving day by day, to help them adapt to new challenges effortlessly. The book reveals the inner secrets of SCADA systems, unveils the potential of the smart grid, and inspires more minds to get
involved in the development process.
This book introduces innovative and interdisciplinary applications of advanced technologies. Featuring the papers from the 10th DAYS OF BHAAAS (Bosnian-Herzegovinian American Academy of Arts and
Sciences) held in Jahorina, Bosnia and Herzegovina on June 21–24, 2018, it discusses a wide variety of engineering and scientific applications of the different techniques. Researchers from academic and
industry present their work and ideas, techniques and applications in the field of power systems, mechanical engineering, computer modelling and simulations, civil engineering, robotics and biomedical
engineering, information and communication technologies, computer science and applied mathematics.
This book is a collection of accepted papers that were presented at the International Conference on Communication and Computing Systems (ICCCS-2016), Dronacharya College of Engineering, Gurgaon,
September 9–11, 2016. The purpose of the conference was to provide a platform for interaction between scientists from industry, academia and other areas of society to discuss the current advancements in
the field of communication and computing systems. The papers submitted to the proceedings were peer-reviewed by 2-3 expert referees. This volume contains 5 main subject areas: 1. Signal and Image
Processing, 2. Communication & Computer Networks, 3. Soft Computing, Intelligent System, Machine Vision and Artificial Neural Network, 4. VLSI & Embedded System, 5. Software Engineering and
Emerging Technologies.
Many people think of the Smart Grid as a power distribution group built on advanced smart metering—but that’s just one aspect of a much larger and more complex system. The "Smart Grid" requires new
technologies throughout energy generation, transmission and distribution, and even the homes and businesses being served by the grid. This also represents new information paths between these new
systems and services, all of which represents risk, requiring a more thorough approach to where and how cyber security controls are implemented. This insight provides a detailed architecture of the entire
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Smart Grid, with recommended cyber security measures for everything from the supply chain to the consumer. Discover the potential of the Smart Grid Learn in depth about its systems See its vulnerabilities
and how best to protect it
Phasor Measurement Units and Wide Area Monitoring Systems presents complete coverage of phasor measurement units (PMUs), bringing together a rigorous academic approach and practical
considerations on the implementation of PMUs to the power system. In addition, it includes a complete theory and practice of PMU technology development and implementation in power systems. Presents
complete coverage of the topic from the measurement to the system, bringing together a rigorous academic approach and practical considerations on the implementation of PMUs to the power system
Includes a complete proposal of implementation for a PMU platform that could be replicated in every laboratory Covers PMU software compiled for National Instrument HW, a compiled monitoring platform to
be used to monitor PMU data and developed custom solutions, and a compiled National Instrument schematic to be executed within a SmartPhone app
The first book in the field to incorporate fundamentals of energy systems and their applications to smart grid, along with advanced topics in modeling and control This book provides an overview of how
multiple sources and loads are connected via power electronic devices. Issues of storage technologies are discussed, and a comparison summary is given to facilitate the design and selection of storage
types. The need for real-time measurement and controls are pertinent in future grid, and this book dedicates several chapters to real-time measurements such as PMU, smart meters, communication scheme,
and protocol and standards for processing and controls of energy options. Organized into nine sections, Energy Processing for the Smart Grid gives an introduction to the energy processing concepts/topics
needed by students in electrical engineering or non-electrical engineering who need to work in areas of future grid development. It covers such modern topics as renewable energy, storage technologies,
inverter and converter, power electronics, and metering and control for microgrid systems. In addition, this text: Provides the interface between the classical machines courses with current trends in energy
processing and smart grid Details an understanding of three-phase networks, which is needed to determine voltages, currents, and power from source to sink under different load models and network
configurations Introduces different energy sources including renewable and non-renewable energy resources with appropriate modeling characteristics and performance measures Covers the conversion and
processing of these resources to meet different DC and AC load requirements Provides an overview and a case study of how multiple sources and loads are connected via power electronic devices Benefits
most policy makers, students and manufacturing and practicing engineers, given the new trends in energy revolution and the desire to reduce carbon output Energy Processing for the Smart Grid is a helpful
text for undergraduates and first year graduate students in a typical engineering program who have already taken network analysis and electromagnetic courses.
The book presents a broad overview of emerging smart grid technologies and communication systems, offering a helpful guide for future research in the field of electrical engineering and communication
engineering. It explores recent advances in several computing technologies and their performance evaluation, and addresses a wide range of topics, such as the essentials of smart grids for fifth generation
(5G) communication systems. It also elaborates the role of emerging communication systems such as 5G, internet of things (IoT), IEEE 802.15.4 and cognitive radio networks in smart grids. The book
includes detailed surveys and case studies on current trends in smart grid systems and communications for smart metering and monitoring, smart grid energy storage systems, modulations and waveforms for
5G networks. As such, it will be of interest to practitioners and researchers in the field of smart grid and communication infrastructures alike.
With distributed generation interconnection power flow becoming bidirectional, culminating in network problems, smart grids aid in electricity generation, transmission, substations, distribution and
consumption to achieve a system that is clean, safe (protected), secure, reliable, efficient, and sustainable. This book illustrates fault analysis, fuses, circuit breakers, instrument transformers, relay
technology, transmission lines protection setting using DIGsILENT Power Factory. Intended audience is senior undergraduate and graduate students, and researchers in power systems, transmission and
distribution, protection system broadly under electrical engineering.
Smart Energy Grid Engineering provides in-depth detail on the various important engineering challenges of smart energy grid design and operation by focusing on advanced methods and practices for
designing different components and their integration within the grid. Governments around the world are investing heavily in smart energy grids to ensure optimum energy use and supply, enable better
planning for outage responses and recovery, and facilitate the integration of heterogeneous technologies such as renewable energy systems, electrical vehicle networks, and smart homes around the grid. By
looking at case studies and best practices that illustrate how to implement smart energy grid infrastructures and analyze the technical details involved in tackling emerging challenges, this valuable reference
considers the important engineering aspects of design and implementation, energy generation, utilization and energy conservation, intelligent control and monitoring data analysis security, and asset integrity.
Includes detailed support to integrate systems for smart grid infrastructures Features global case studies outlining design components and their integration within the grid Provides examples and best
practices from industry that will assist in the migration to smart grids
Think about someone taking control of your car while you're driving. Or, someone hacking into a drone and taking control. Both of these things have been done, and both are attacks against cyber-physical
systems (CPS). Securing Cyber-Physical Systems explores the cybersecurity needed for CPS, with a focus on results of research and real-world deployment experiences. It addresses CPS across multiple
sectors of industry. CPS emerged from traditional engineered systems in the areas of power and energy, automotive, healthcare, and aerospace. By introducing pervasive communication support in those
systems, CPS made the systems more flexible, high-performing, and responsive. In general, these systems are mission-critical—their availability and correct operation is essential. This book focuses on the
security of such mission-critical systems. Securing Cyber-Physical Systems brings together engineering and IT experts who have been dealing separately with these issues. The contributed chapters in this
book cover a broad range of CPS security topics, including: Securing modern electrical power systems Using moving target defense (MTD) techniques to secure CPS Securing wireless sensor networks
(WSNs) used for critical infrastructures Mechanisms to improve cybersecurity and privacy in transportation CPS Anticipated cyberattacks and defense approaches for next-generation autonomous vehicles
Security issues, vulnerabilities, and challenges in the Internet of Things Machine-to-machine (M2M) communication security Security of industrial control systems Designing "trojan-resilient" integrated circuits
While CPS security techniques are constantly evolving, this book captures the latest advancements from many different fields. It should be a valuable resource for both professionals and students working in
network, web, computer, or embedded system security.
A practical guide to microgrid systems architecture, design topologies, control strategies and integration approaches Microgrid Planning and Design offers a detailed and authoritative guide to microgrid
systems. The authors - noted experts on the topic - explore what is involved in the design of a microgrid, examine the process of mapping designs to accommodate available technologies and reveal how to
determine the efficacy of the final outcome. This practical book is a compilation of collaborative research results drawn from a community of experts in 8 different universities over a 6-year period. Microgrid
Planning and Design contains a review of microgrid benchmarks for the electric power system and covers the mathematical modeling that can be used during the microgrid design processes. The authors
include real-world case studies, validated benchmark systems and the components needed to plan and design an effective microgrid system. This important guide: Offers a practical and up-to-date book that
examines leading edge technologies related to the smart grid Covers in detail all aspects of a microgrid from conception to completion Explores a modeling approach that combines power and communication
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systems Recommends modeling details that are appropriate for the type of study to be performed Defines typical system studies and requirements associated with the operation of the microgrid Written
forgraduate students and professionals in the electrical engineering industry, Microgrid Planning and Design is a guide to smart microgrids that can help with their strategic energy objectives such as
increasing reliability, efficiency, autonomy and reducing greenhouse gases.
A reliable and secure protection and control system is a paramount requirement for any electrical network. This book discusses protection and control schemes of various parts of Solar Power Plants (SPP)
namely solar generator, inverter, and SPP network connected to the grid. For this purpose small, medium, and large size of solar power energy sources have been considered. This includes residential,
commercial buildings and large power plants. There are significant literature about solar energy, modeling and different aspects of integration of SPP to grids. But there is no book to address directly the
setting/design of protection and control schemes, testing techniques and fault findings of solar generators and its networks. The topology and characteristics of solar generators and their networks are
different from conventional ones. This has caused the following issues: - Conventional protection & control scheme may fail to detect different type of faults which may occur on solar cells/panels/arrays, DC
cables, and inverters. This necessitated the requirement of special schemes for the detection of faults in blind spots, - Fault findings required tests, and testing equipment for solar generators are different from
conventional ones, - The fault current contribution from solar generators is low (1.1-1.2 pu) as compared to conventional ones. The above problems have caused significant challenges for appropriate setting
and design of protection & control scheme of SPP network which in some cases have resulted to several major plants shut down, safety risks and fire incidents. This book discusses the above challenges and
proposes mitigation techniques to rectify the deficiencies of existing industry practices for the protection and control systems of solar generators. Most of the content of this book has been observed or
successfully applied in the field for various SPPs projects worldwide and consequently can be used or considered as a practical guideline for future projects. Main Objectives of the Book The main objectives
of the book are: - To familiarize engineers, technical officers, testers, and project managers with required power system protection and control schemes of solar power plants (SPP). - To provide a guideline
for preparation of standards, technical specification, business case, functional scope, test, and commissioning plan as applicable to the installation of new SPP; - To provide adequate information to electricity
companies, consultants, contractors, relay manufacturers,s and SPP owners about the requirement of protection and control systems of SPP. Acknowledgment The author wishes to acknowledge that the
contents of this book are based on utilizing the following resources: 1) Extensive research of the author for design, specifications, and commissioning of SPPs 2) Experiences of other individuals, electricity
companies, and consultants Disclaimer The author is not responsible for the accuracy, completeness, up-to-dateness, or quality of the information provided. The author is therefore not liable for any claims
regarding damage caused by the use of any information provided. The information in the book should only be used as a guideline and may not be suitable for a specific case. Copyright The material made
available is intended for the customer’s personal use only. Author reserves all rights to the book. Therefore the book can not be reproduced or replicated or processed or distributed without the author’s
written permission.
Practical Guidance for Defi ning a Smart Grid Modernization Strategy: The Case of Distribution guides stakeholders on how utilities can defi ne their own smart grid vision, identify priorities, and structure
investment plans. While most of these strategic aspects apply to any area of the electricity grid, the book focuses on distribution. The guidance includes key building blocks for modernizing the distribution grid
and provides examples of grid modernization projects. This revised edition also includes key communication system requirements to support a well-functioning grid. The concept of the smart grid is relevant to
all grids. What varies are the magnitude and type of the incremental steps toward modernization for achieving a specifi c smart grid vision. A utility that is at a relatively low level of grid modernization may
leapfrog one or more levels of modernization to achieve some of the benefi ts of the highest levels of grid modernization. Smart grids impact electric distribution systems signifi cantly. In developing countries,
modernizing the distribution grid promises to benefi t the operation of electric distribution utilities in many and various ways. These benefi ts include improved operational effi ciency (such as reduced losses
and lower energy consumption), reduced peak demand, improved service reliability, and ability to accommodate distributed generating resources without adversely impacting overall power quality. Practical
Guidance for Defi ning a Smart Grid Modernization Strategy concludes by describing funding and regulatory issues that may need to be taken into account when developing smart grid plans. The World Bank
Studies series is available for free download online through the Open Knowledge Repository (https://openknowledge.worldbank.org).
This book bridges the divide between the fields of power systems engineering and computer communication through the new field of power system information theory. Written by an expert with vast
experience in the field, this book explores the smart grid from generation to consumption, both as it is planned today and how it will evolve tomorrow. The book focuses upon what differentiates the smart grid
from the "traditional" power grid as it has been known for the last century. Furthermore, the author provides the reader with a fundamental understanding of both power systems and communication
networking. It shows the complexity and operational requirements of the evolving power grid, the so-called "smart grid," to the communication networking engineer; and similarly, it shows the complexity and
operational requirements for communications to the power systems engineer. The book is divided into three parts. Part One discusses the basic operation of the electric power grid, covering fundamental
knowledge that is assumed in Parts Two and Three. Part Two introduces communications and networking, which are critical enablers for the smart grid. It also considers how communication and networking
will evolve as technology develops. This lays the foundation for Part Three, which utilizes communication within the power grid. Part Three draws heavily upon both the embedded intelligence within the power
grid and current research, anticipating how and where computational intelligence will be implemented within the smart grid. Each part is divided into chapters and each chapter has a set of questions useful for
exercising the readers' understanding of the material in that chapter. Key Features: Bridges the gap between power systems and communications experts Addresses the smart grid from generation to
consumption, both as it is planned today and how it will likely evolve tomorrow Explores the smart grid from the perspective of traditional power systems as well as from communications Discusses power
systems, communications, and machine learning that all define the smart grid It introduces the new field of power system information theory
Proliferation of distributed generation and the increased ability to monitor different parts of the electrical grid offer unprecedented opportunities for consumers and grid operators. Energy can be generated
near the consumption points, which decreases transmission burdens and novel control schemes can be utilized to operate the grid closer to its limits. In other words, the same infrastructure can be used at
higher capacities thanks to increased efficiency. Also, new players are integrated into this grid such as smart meters with local control capabilities, electric vehicles that can act as mobile storage devices, and
smart inverters that can provide auxiliary support. To achieve stable and safe operation, it is necessary to observe and coordinate all of these components in the smartgrid.
Written in an easy to understand style, this book provides a comprehensive overview of the physical-cyber security of Industrial Control Systems benefitting the computer science and automation engineers,
students and industrial cyber security agencies in obtaining essential understanding of the ICS cyber security from concepts to realization. The Book Ø Covers ICS networks, including zone based architecture
and its deployment for product delivery and other Industrial services. Ø Discusses SCADA networking with required cryptography and secure industrial communications. Ø Furnishes information about
industrial cyber security standards presently used. Ø Explores defence-in-depth strategy of ICS from conceptualisation to materialisation. Ø Provides many real-world documented examples of attacks against
industrial control systems and mitigation techniques. Ø Is a suitable material for Computer Science and Automation engineering students to learn the fundamentals of industrial cyber security.
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Today, billions of devices are Internet-connected, IoT standards and protocols are stabilizing, and technical professionals must increasingly solve real problems with IoT technologies. Now, five leading Cisco
IoT experts present the first comprehensive, practical reference for making IoT work. IoT Fundamentals brings together knowledge previously available only in white papers, standards documents, and other
hard-to-find sources—or nowhere at all. The authors begin with a high-level overview of IoT and introduce key concepts needed to successfully design IoT solutions. Next, they walk through each key
technology, protocol, and technical building block that combine into complete IoT solutions. Building on these essentials, they present several detailed use cases, including manufacturing, energy, utilities,
smart+connected cities, transportation, mining, and public safety. Whatever your role or existing infrastructure, you’ll gain deep insight what IoT applications can do, and what it takes to deliver them. Fully
covers the principles and components of next-generation wireless networks built with Cisco IOT solutions such as IEEE 802.11 (Wi-Fi), IEEE 802.15.4-2015 (Mesh), and LoRaWAN Brings together real-world
tips, insights, and best practices for designing and implementing next-generation wireless networks Presents start-to-finish configuration examples for common deployment scenarios Reflects the extensive
first-hand experience of Cisco experts
SMART GRID TELECOMMUNICATIONS Discover the foundations and main applications of telecommunications to smart grids In Smart Grid Telecommunications, renowned researchers and authors Drs.
Alberto Sendin, Javier Matanza, and Ramon Ferrús deliver a focused treatment of the fundamentals and main applications of telecommunication technologies in smart grids. Aimed at engineers and
professionals who work with power systems, the book explains what smart grids are and where telecommunications are needed to solve their various challenges. Power engineers will benefit from
explanations of the main concepts of telecommunications and how they are applied to the different domains of a smart grid. Telecommunication engineers will gain an understanding of smart grid applications
and services and will learn from the explanations of how telecommunications need to be adapted to work with them. The authors offer a simplified vision of smart grids with rigorous coverage of the latest
advances in the field, while avoiding some of the technical complexities that can hinder understanding in this area. The book offers: Discussions of why telecommunications are necessary in smart grids and
the various telecommunication services and systems relevant for them An exploration of foundational telecommunication concepts ranging from system-level aspects, such as network topologies, multi-layer
architectures and protocol stacks, to communications channel transmission- and reception-level aspects Examinations of telecommunication-related smart grid services and systems, including SCADA,
protection and teleprotection, smart metering, substation and distribution automation, synchrophasors, distributed energy resources, electric vehicles, and microgrids A treatment of wireline and wireless
telecommunication technologies, like DWDM, Ethernet, IP, MPLS, PONs, PLC, BPL, 3GPP cellular 4G and 5G technologies, Zigbee, Wi-SUN, LoRaWAN, and Sigfox, addressing their architectures,
characteristics, and limitations Ideal for engineers working in power systems or telecommunications as network architects, operations managers, planners, or in regulation-related activities, Smart Grid
Telecommunications is also an invaluable resource for telecommunication network and smart grid architects.
This book constitutes the refereed proceedings of the 9th International Conference on Digital Forensics and Cyber Crime, ICDF2C 2017, held in Prague, Czech Republic, in October 2017. The 18 full papers
were selected from 50 submissions and are grouped in topical sections on malware and botnet, deanonymization, digital forensics tools, cybercrime investigation and digital forensics triage, digital forensics
tools testing and validation, hacking
What exactly is smart grid? Why is it receiving so much attention? What are utilities, vendors, and regulators doing about it? Answering these questions and more, Smart Grids: Infrastructure, Technology, and
Solutions gives readers a clearer understanding of the drivers and infrastructure of one of the most talked-about topics in the electric utility market—smart grid. This book brings together the knowledge and
views of a vast array of experts and leaders in their respective fields. Key Features Describes the impetus for change in the electric utility industry Discusses the business drivers, benefits, and market outlook
of the smart grid initiative Examines the technical framework of enabling technologies and smart solutions Identifies the role of technology developments and coordinated standards in smart grid, including
various initiatives and organizations helping to drive the smart grid effort Presents both current technologies and forward-looking ideas on new technologies Discusses barriers and critical factors for a
successful smart grid from a utility, regulatory, and consumer perspective Summarizes recent smart grid initiatives around the world Discusses the outlook of the drivers and technologies for the nextgeneration smart grid Smart grid is defined not in terms of what it is, but what it achieves and the benefits it brings to the utility, consumer, society, and environment. Exploring the current situation and future
challenges, the book provides a global perspective on how the smart grid integrates twenty-first-century technology with the twentieth-century power grid. CRC Press Authors Speak Stuart Borlase speaks
about his book. Watch the video
This timely new book is a cutting edge resource for engineers involved in the electric utility industry. This one-of-a-kind resource explores the planning, design, and deployment of communications networks,
including fiber, microwave, RF, and Ethernet in electric utility spaces as related to Smart Grid. Readers are presented with an introduction to power utility communications, providing a thorough overview of
data transmission media, electrical grid, and power grid modernization. Communication fundamentals and fiber-optic radio system design are also covered. Network performance and reliability considerations
are discussed including channel protection, system latency, and cyber and grid security. Clear examples and calculations are presented to demonstrate reliability and availability measures for fiber-optic
systems.
Recent years, power systems are experiencing a huge revolution, the smart grids which earn the popularity are considered as the new generation of power systems. Therefore, as the most significant part of
power systems -substation automation systems also have new requirements to be fulfilled. IEC 61850 is a progressive, comprehensive and promising substation automation standard which offers objectoriented data model for substation automation system, interoperability among intelligent electronic devices (IEDs) from different vectors. In IEC 61850, Generic Object-Oriented Substation Event (GOOSE)
message which provides communication services model and specific methods of implementation to meet the requirements of realtime communication. IEC 61499 Function Blocks is a software component
model which designs for distributed, embedded and control system. It provides the platform of designing distributed applications based on substation automation system. The aim of Function Blocks is to
develop the component-based tools for the new generation of automation system and achieve multi-platform on the development of automation substation applications. The integration of IEC 61850 GOOSE
message and IEC 61499 function blocks would realize the interoperability between different manufacturers and achieve the high requirement of development of substation automation system on data
communication. This thesis presents how IEC 61850 GOOSE messaging realizes communication between the software components of IEC 61499 function blocks based on publisher/subscriber model. In this
thesis, GOOSE control block model and mechanism of GOOSE message will be explained and analysed first. Then the abstract communication service and specific communication service mapping will be
introduced for the implementation of GOOSE message with function blocks. WinPcap is utilized to provide application programming interface (API) for GOOSE publisher and subscriber to build GOOSE
message communication between function blocks. Simulation and tests demonstrate the GOOSE publisher and subscriber function blocks communicate GOOSE message in diverse scenarios.
All basic knowledge is provided for the Energy Engineers and the Electrical, Electronics, Computer and Instrumentation Engineering students, who work or wish to work, in Smart Grid and Microgrid area. It
benefits them in obtaining essential and required understanding of the Smart Grid, from perceptions to actualisation. The book: • Presents the Smart Grid from abstraction to materialization. • Covers power
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grid networks, including how they are developed and deployed for power delivery and other Smart Grid services. • Discusses power systems, advanced communications, and required machine learning that
define the Smart Grid. • Clearly differentiates the Smart Grid from the traditional power grid as it has been for the last century. • Provides the reader with a fundamental understanding of both physical-cyber
-security and computer networking. • Presents the complexity and operational requirements of the evolving Smart Grid to the ICT professional and presents the same for ICT to the energy engineers. •
Provides a detailed description of the cyber vulnerabilities and mitigation techniques of the Smart Grid. • Provides essential information for technocrats to make progress in the field and to allow power system
engineers to optimize communication systems for the Smart Grid. • Is a suitable material for the undergraduate and post graduate students of electrical engineering to learn the fundamentals of Smart Grid.
This book features extensive coverage of all Distributed Energy Generation technologies, highlighting the technical, environmental and economic aspects of distributed resource integration, such as line loss
reduction, protection, control, storage, power electronics, reliability improvement, and voltage profile optimization. It explains how electric power system planners, developers, operators, designers, regulators
and policy makers can derive many benefits with increased penetration of distributed generation units into smart distribution networks. It further demonstrates how to best realize these benefits via skillful
integration of distributed energy sources, based upon an understanding of the characteristics of loads and network configuration.
Advanced Technologies, Systems, and Applications IIIProceedings of the International Symposium on Innovative and Interdisciplinary Applications of Advanced Technologies (IAT)Springer
The Smart Grid security ecosystem is complex and multi-disciplinary, and relatively under-researched compared to the traditional information and network security disciplines. While the Smart Grid has
provided increased efficiencies in monitoring power usage, directing power supplies to serve peak power needs and improving efficiency of power delivery, the Smart Grid has also opened the way for
information security breaches and other types of security breaches. Potential threats range from meter manipulation to directed, high-impact attacks on critical infrastructure that could bring down regional or
national power grids. It is essential that security measures are put in place to ensure that the Smart Grid does not succumb to these threats and to safeguard this critical infrastructure at all times. Dr. Florian
Skopik is one of the leading researchers in Smart Grid security, having organized and led research consortia and panel discussions in this field. Smart Grid Security will provide the first truly holistic view of
leading edge Smart Grid security research. This book does not focus on vendor-specific solutions, instead providing a complete presentation of forward-looking research in all areas of Smart Grid security.
The book will enable practitioners to learn about upcoming trends, scientists to share new directions in research, and government and industry decision-makers to prepare for major strategic decisions
regarding implementation of Smart Grid technology. Presents the most current and leading edge research on Smart Grid security from a holistic standpoint, featuring a panel of top experts in the field.
Includes coverage of risk management, operational security, and secure development of the Smart Grid. Covers key technical topics, including threat types and attack vectors, threat case studies, smart
metering, smart home, e- mobility, smart buildings, DERs, demand response management, distribution grid operators, transmission grid operators, virtual power plants, resilient architectures, communications
protocols and encryption, as well as physical security.
This book constitutes the refereed proceedings of the International Conference on Advances in Computing Communications and Control, ICAC3 2011, held in Mumbai, India, in January 2011. The 84 revised
full papers presented were carefully reviewed and selected from 309 submissions. The papers address issues such as AI, artificial neural networks, computer graphics, data warehousing and mining,
distributed computing, geo information and statistical computing, learning algorithms, system security, virtual reality, cloud computing, service oriented architecture, semantic web, coding techniques, modeling
and simulation of communication systems, network architecture, network protocols, optical fiber/microwave communication, satellite communication, speech/image processing, wired and wireless
communication, cooperative control, and nonlinear control, process control and instrumentation, industrial automation, controls in aerospace, robotics, and power systems.
This comprehensive overview of 61850 standard/protocol focuses on implementation, taking the reader through the development and concepts of IEC 61850. This includes the initial work by General Motors
(Manufacturing Automation Protocol), EPRI (UCA 1.0 and UCA 2.0), IEEE (TR 1550), and IEC 61850. The standard is a significant piece of many IIoT (industrial internet of things) strategies for substation
communication. The book discusses and documents the basic research and theory of guaranteed multicast done for IEC 61850 GOOSE as well as the shift from variable technology to object oriented
technology. The layering principles, as well as the structure, of IEC 61850 are discussed in detail as well as the actual communication profiles that have been created to support substation/distribution
automation, distributed energy resources, and synchrophasors. Real applications will be discussed as well as the future direction of the standard. The author is a technical co-editor of IEC 61850 standard
and a leader in US implementations, having been involved with the technology from its inception.

All basic knowledge, is provided for practicing Power System Engineers and Electrical, Electronics, Computer science and Automation Engineering students who work or wish to work in the
challenging and complex field of Power System Automation. This book specifically aims to narrow the gap created by fast changing technologies impacting on a series of legacy principles
related to how Power Systems are conceived and implemented. Key features: - Strong practical oriented approach with strong theoretical backup to project design, development and
implementation of Power System Automation. - Exclusively focuses on the rapidly changing control aspect of power system engineering, using swiftly advancing communication technologies
with Intelligent Electronic Devices. - Covers the complete chain of Power System Automation components and related equipment. - Explains significantly to understand the commonly used
and standard protocols such as IEC 61850, IEC 60870, DNP3, ICCP TASE 2 etc which are viewed as a black box for a significant number of energy engineers. - Provides the reader with an
essential understanding of both physical-cyber security and computer networking. - Explores the SCADA communication from conceptualization to realization. - Presents the complexity and
operational requirements of the Power System Automation to the ICT professional and presents the same for ICT to the power system engineers. - Is a suitable material for the undergraduate
and post graduate students of electrical engineering to learn Power System Automation.
Substation Automation Systems: Design and Implementation aims to close the gap created by fast changing technologies impacting on a series of legacy principles related to how substation
secondary systems are conceived and implemented. It is intended to help those who have to define and implement SAS, whilst also conforming to the current industry best practice standards.
Key features: Project-oriented approach to all practical aspects of SAS design and project development. Uniquely focusses on the rapidly changing control aspect of substation design, using
novel communication technologies and IEDs (Intelligent Electronic Devices). Covers the complete chain of SAS components and related equipment instead of purely concentrating on
intelligent electronic devices and communication networks. Discusses control and monitoring facilities for auxiliary power systems. Contributes significantly to the understanding of the standard
IEC 61850, which is viewed as a “black box” for a significant number of professionals around the world. Explains standard IEC 61850 – Communication networks and systems for power utility
automation – to support all new systems networked to perform control, monitoring, automation, metering and protection functions. Written for practical application, this book is a valuable
resource for professionals operating within different SAS project stages including the: specification process; contracting process; design and engineering process; integration process; testing
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process and the operation and maintenance process.
Comprehensive, cross-disciplinary coverage of Smart Grid issues from global expert researchers and practitioners. This definitive reference meets the need for a large scale, high quality work
reference in Smart Grid engineering which is pivotal in the development of a low-carbon energy infrastructure. Including a total of 83 articles across 3 volumes The Smart Grid Handbook is
organized in to 6 sections: Vision and Drivers, Transmission, Distribution, Smart Meters and Customers, Information and Communications Technology, and Socio-Economic Issues. Key
features: Written by a team representing smart grid R&D, technology deployment, standards, industry practice, and socio-economic aspects. Vision and Drivers covers the vision, definitions,
evolution, and global development of the smart grid as well as new technologies and standards. The Transmission section discusses industry practice, operational experience, standards,
cyber security, and grid codes. The Distribution section introduces distribution systems and the system configurations in different countries and different load areas served by the grid. The
Smart Meters and Customers section assesses how smart meters enable the customers to interact with the power grid. Socio-economic issues and information and communications
technology requirements are covered in dedicated articles.The Smart Grid Handbook will meet the need for a high quality reference work to support advanced study and research in the field of
electrical power generation, transmission and distribution. It will be an essential reference for regulators and government officials, testing laboratories and certification organizations, and
engineers and researchers in Smart Grid-related industries.
This book focuses on protective relaying, which is an indispensable part of electrical power systems. The recent advancements in protective relaying are being dictated by MMPRs
(microprocessor-based multifunction relays). The text covers smart grids, integration of wind and solar generation, microgrids, and MMPRs as the driving aspects of innovations in protective
relaying. Topics such as cybersecurity and instrument transformers are also explored. Many case studies and practical examples are included to emphasize real-world applications.
This book provides practical applications of numerical relays for protection and control of various primary equipment namely distribution and transmission networks , HV and EHV transformers
and busbars, reactive and active power plants. Unlike other books attempts have been made to address the subject from practical point of view rather than theoretical one which can otherwise
be found in most of other text books. The setting, design and testing philosophy of numerical relays as discussed in this book have been successfully applied in the fields on various projects
and consequently can be used as a practical guideline for implementation on future projects. The book covers the followings subjects: · Fundamental concepts in the field of power system
protection and control; · Required system modelling and fault level analysis for the design and setting of protection and control devices; · Setting and design philosophy of numerical relays of
different primary equipment; · Practical application of anti-Islanding schemes for two different systems namely distribution generation (DG) and transmission generation (TG); · Challenges and
solutions which are encountered during secondary equipment refurbishment/replacement in brown field substations with inclusion of two practical case studies; · Required tests for factory
acceptance tests (FAT), site acceptance tests (SAT), and commissioning tests of numerical relays in conventional and digital substations; · Causes, analysis and proposed mitigation
techniques of more than 100 worldwide disturbances which have occurred in different type of primary equipment which have resulted to major system black out or plant explosion or even
fatality and; · New and future trend of application of numerical relays including application of super IED for protection and control of multi-primary equipment, implementation of digital
substation ,remote integrations ,self and remote testing of IED , distribution networks fault location techniques and fault locators using travelling waves, synchro phasors, time domain line
protection using travelling waves, adaptive slope characteristics of differential protection, protection and control schemes of micro grids, mitigation technique for prevention of loss of reactive
power plants and transformers due to solar storms.
Microgrid Protection and Control is the result of numerous research works and publications by R&D engineers and scientists of the Microgrid and Energy Internet Research Centre. Through
the authors long-routed experience in the microgrid and energy internet industry, this book looks at the sophisticated protection and control issues connected to the special nature of microgrid.
The book explains the different ways of classifying types of microgrids and common misconceptions, looking at industrial and research trends along with the different technical issues and
challenges faced with deploying microgrid in various settings. Forecasting short-term demand and renewable generation for optimal operation is covered with techniques for accurate
enhancement supported with practical application examples. With chapters on dynamic, transient and tertiary control and experimental and simulation tests this reference is useful for all those
working in the research, engineering and application of microgrids and power distribution systems. Contains practical examples to support the research and experimental results on microgrid
protection and control Includes detailed theories and referential algorithms Provides innovative solutions to technical issues in protection and control of microgrids
Conferences Proceedings of 20th European Conference on Cyber Warfare and Security
This SpringerBrief covers modeling and analysis of Denial-of-Service attacks in emerging wireless and mobile applications. It uses an application-specific methodology to model and evaluate
denial-of-service attacks. Three emerging applications are explored: multi-modal CSMA/CA networks, time-critical networks for the smart grid, and smart phone applications. The authors
define a new performance metric to quantify the benefits of backoff misbehavior and show the impacts of a wide range of backoff mishandling nodes on the network performance, and propose
a scheme to minimize the delay of time-critical message delivery under jamming attacks in smart grid applications. An investigation on the resilience of mobile services against malware
attacks is included to advance understanding of network vulnerabilities associated with emerging wireless networks and offers instrumental guidance into the security design for future wireless
and mobile applications. This book is appropriate for students, faculty, engineers, and experts in the technical area of wireless communication, mobile networks and cyber security.
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